
CYBER SECURITY IN 2020
Following their successful event, Maxwell Bond have collated

the key learning points from 
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KEY  PO INTS
FROM GCHQ Manchester is a city of mass diversity and

technological potential, already attracting a

variety of tech-driven businesses to the area.

Amongst these, is GCHQ, who have recently

opened their new offices in the city centre.

 

Attracted by the dynamic, evolving, and

growing tech environment, GCHQ highlights

that Manchester's cultural diversity was also a

big pull factor as it exposed them to a large,

interestingly disparate talent pool. 

 

As more businesses move into the area, the

importance of cyber-security becomes more

prominent. This means that GCHQ is likely to

grow exponentially over the next few years. 

With so many private sector tech companies

migrating to Manchester, competition for the

top talent is abundant. As a public sector

company, GCHQ often can't compete with

private sector salaries, and therefore have to

win talent by other means. 

 

Focusing instead on flexible working,

unconventional education paths, soft skills, an

aptitude for learning, and ethics and morals,

GCHQ aim to hire an efficient, skilled and

diverse workforce. They highlight that diversity

and inclusion is a top priority for 2020

recruitment and stress that a varied workforce

is essential to a successful team.
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WHY MANCHESTER?

winning talent
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It is estimated that a computer science degree

becomes redundant only eighteen months after

completion. This is due to the fast-paced

nature of the technology and cyber industry.

Therefore, GCHQ emphasised the importance

of not just hiring the person with the most

qualifications.

 

Instead, it is more sustainable to hire people

who have a great attitude to learning, and who

are passionate enough about cyber to want to

continue learning. By investing in, and up-

skilling great candidates, you open up the

talent pool and broaden your options to include

more neuro-diverse job seekers.

GCHQ have a huge hand in preventing cyber-

crime across the UK, and have played a major

part in preventing some of the most deprived

crimes. 

 

Whilst they are proud of their achievements to

date, they want to achieve so much more,

also suggesting that collaborating with

behavioural psychologists to tackle crime

proactively, could become a key reducer of

crime by understanding what leads people to

resort to crime, and through early

intervention,.

 

Effectively, GCHQ are on track to grow rapidly

over the next few years and beyond with a

focus on diverse and inclusive recruitment.

With an aim to increase their activity and

tackle higher volumes of crime, it is likely that

GCHQ will remain a prominent part of the

Manchester scene for many years to come.

looking forward
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CYBER SECURITY 
IN 2020
WITH MIKE KOSS
Mike Koss, former Head of IT and Security at N Brown, speaks about building an
effective cyber-security team within a challenging environment and how he
managed it. See inside for his key points and advice on how you can do the
same to improve your cyber-security.



BUILDING SECURITY TEAMS IN
CHALLENGING ENVIRONMENTS

'THERE'S NO ENVIRONMENT MORE
CHALLENGING THAN A RETAILER
WHO SETS A RESTRICTIVE CYBER
BUDGET, AND WHO'S LACK OF
CYBER KNOWLEDGE RESULTS IN AN
UNWILLINGNESS TO ALLOCATE
MORE FUNDING.'

Effective business cyber-security and
information-security requires
exceptionally talented and knowledgeable
cyber-teams, who can implement and
maintain technology and processes which
will protect businesses. 
 
However, executive boards often lack an
adequate knowledge of cyber-security
and a willingness to allocate enough
funding to pay for the level of security
necessary for a business. Changing this
attitude, and educating people on the
risks and consequences of cyber-attacks
is fundamental to building effective
security teams.
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A CHALLENGING
ENVIRONMENT
STARTING FROM SCRATCH

Mike Koss joined a company, like many others, that had a
complete lack of cyber-security measures in place. Despite
boasting a $1 billion turnover across 14 brands, the company
had left itself vulnerable to a number of breaches and attacks,
due to a lack of knowledge or resources. 
 
The InfoSec budget was a mere £300k per year, and there was
only 1 graduate, 1 risk employee, and a contract PEN tester.
Due to this limited team, they hadn't patched in 4 years, they
had poor vulnerability management, no pen testing schedule,
outdated policies and zero compliance.The company even knew
they were losing money through fraudulent activity, but it was
simply accepted as manageable risk rather than being actioned.

FIXING THE PROBLEM
STRATEGISING TO MINIMISE VULNERABILITY

Choose the right tooling to give visibility
Win the board over
Increase the budget
Sell the vision
Hire the right team
DELIVER and keep delivering
Finally, the most important thing is the CREDIBILITY of the
team.

03

By using the above strategy Mike saved his company £270k in
one month by identifying and then preventing fraudulent activity,
and therefore managed to convince the board to increase their
cyber-security budget, so that he could hire the right team.
Whilst this was difficult due to the skill shortage, competitive
salaries, keeping talent interested and getting them invested in
the product, Mike emphasises the importance of remembering
that interviews are a time for the company to pitch themselves
to the candidate and not just be pitched to.
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BUILDING A BLUE
TEAM
T H E  B L U E  T E A M  W O U L D  F O C U S  O N  L O G S  A N D
T I C K E T S ,  I S  D A T A - D R I V E N ,  A N D  I S  O F T E N
O V E R L O O K E D  A S  I T  I S  B A U .

Getting the right tools is fundamental to operational
success, in this case this was Splunk.
Hiring the right people is imperative to having an
efficient, hardworking security team.
Junior Analysts should not be limited to closing tickets. 
Training is key. A good security team requires time,
financial investment and a supportive, learning
environment. This is also pivotal to attracting and
retaining talent.

Key Points:
 

RED TEAMING
EVERYTHING
T H E  R E D  T E A M  T A K E S  A  M O R E  O F F E N S I V E
R A T H E R  T H A N  D E F E N S I V E  M E T H O D  T O  C Y B E R -
S E C U R I T Y .

As above, hiring the right person was fundamental  to
productivity.
Tooling for this team was not as important, although this
team did find a number of blind spots and issues within
the tooling the business was using.

Key Points:
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GETTING THE RESULTS
AFTER A VIGOROUS RECRUITMENT PROCESS AND EDUCATING THE BOARD ON
CYBER RISKS AND MANAGEMENT METHODS, THE COMPANY IS FINALLY ON TRACK
TO HAVING EFFECTIVE CYBER-SECURITY PROTOCOLS

The Infosec team is now currently at 9 permanent employees and has a proper patching
schedule in place with a patching review board. Additionally they have implemented network
anomaly detection, SIEM, SOC and 24/7 security coverage. With an established red and
blue security team, the company now has a more mature approach to risk and third party
vendor management. Plus, newly implemented vulnerability management is showing a
downward trend, and the company has a fully integrated cyber-security solution which
stretches across all projects and platforms.
 
Unlike before, the company now has a much more robust, strategic, and effective cyber-
security approach which means it's exposure to risk is minimised and it's ability to respond
to potential breaches is much improved. The key challenges included hiring and retaining
the top talent and convincing the board to allocate more funding. There were overcome and
achieved by personalised recruitment processes which showed an interest and investment
in the candidates, and demonstrating to the board, the importance of cyber-security by
providing financial and quantitative data and solutions.
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CYBER SECURITY
IN 2020 WITH PAUL VLISSIDIS

Paul Vlissidis, Technical Director of NCC and Ethical Hacker on
Channel 4's Hunted, talks about Managing Cyber Risk in a Fake
World and the implications of evolving Artificial Intelligence (AI).
See inside for his key points and processes to improve your cyber-
security.
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'2019 WAS THE YEAR MANY
PLATFORMS BREACHED 'THE
INVERSION POINT'

The 'Inversion Point' is the point at which
there is more "fake stuff" online than real. For
example, about 50% of traffic on YouTube
and 50% of users on Twitter are bots
masquerading as people. On the wider web,
about 60% of traffic is still human, but this
figure still demonstrates that we are nearing
the 'Inversion Point' here as well.
 
Telling the difference between what is real
and what is fake, becomes more difficult with
the evolution of 'deepfakes'; deep learning
technology used to create convincing visual
and audio media in a variety of forms, which is
actually all fake.

m a n a g i n g  cyb e r  r i s k  

i n  a  f a k e  w o r l d
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wh e n  a r e  'd e e p f a k e s '  o k ay?

'Deepfakes' are generally seen in a negative
light, due to their use for spreading fake
information and their deceptive nature. However,
are there cases where 'deepfakes' can actually
be used for good? 
 
During our event, we witnessed an AI generated
bot use calendar management skills, and human
traits and utterances to make a phone call and
book a hair appointment on behalf of it's owner. It
was suggested that the person taking the phone
call was unaware that she was talking to an AI
bot, which raises ethical questions in itself, but in
this scenario, this automated task is relatively
innocent.

But should the AI have to announce that it is not
a real person? Or are these mundane tasks
harmless? The fact is, AI will increasingly
become a part of daily life, and there are still
plenty of ethical boundaries and restrictions to
be considered, particularly when 'deepfakes' are
being used in darker, more dangerous ways, like
fraud and politically charged propaganda.
 
What is quite alarming is how realistic this voice
AI actually was, speaking with fluidity, tone, and
even small utterances to acknowledge what the
other person was saying. Imagine this in a
different scenario and the potential damage it
could do.

F a k e s :  n o t h i n g

n ew  f o r  cyb e r

Business email compromises and phishing
websites have been a huge issue for
businesses for a number of years. Whilst they
have never been the most sophisticated threat,
they have persisted and have never been
solved. So far, with a certain degree of
observation, these phishing scams have been
identifiable, however, as AI evolves and
becomes more complex, it is likely that these
issues will become harder to detect and
prevent.

'DEEPFAKES' ARE OFTEN SEEN AS DECEPTIVE AND MENACING. BUT ARE THERE
SITUATIONS WHERE THEY CAN BE USED FOR GOOD?
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FAKE TEXT AND
INFORMATION
WE'VE SEEN PLENTY OF FAKE NEWS OVER THE PAST
FEW YEARS, BUT AS WE APPROACH ANOTHER US
ELECTION, WHAT WILL THIS LOOK LIKE IN 2020?

Back in September BBC News
reported on the GPT-2, an
open source AI package, which
could generate fake news
stories based on other articles
that it would read and learn
from. This means that you
don't even need a human to
write fake stories anymore.
Instead you can rely on AI to
do all the work for you. This
means we will likely see more
fake information being
distributed, particularly in social
and political spaces such as
elections and international
affairs.
 
One journalist described the
technology as terrifying
because it would 'represent
the technology used by evil
people to manipulate the
population', something that
will likely be prominent in the
US Presidential election this
year. More frightening still, is
AI's ability to target specific
consumers based on their
other online activity, posts, and
behaviour. 

Fake text and information can
now be directly targeted at
people based on a 'personality
profile' generated by AI
software which analyses online
activity. 
 
An example of where this is
already a possibility is the
open-source 'Watson AI' which
can create a 'Personality
Portrait' based on people's
Tweet history. It provides a
personality summary, and then
a list of things you like and
would therefore engage with,
and a list of things you dislike
and would therefore ignore. 
 
This means that content can
be more easily targeted to you,
and it becomes easy for
dangerous individuals or bots
to strike up a conversation with
you, as they can leverage
knowledge about what you like
and build a relationship based
on false common interest.
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THE THREAT OF 
FAKE TEXT & INFO
A SUMMARY OF WHAT FAKE TEXT AND INFORMATION 
MEANS FOR CYBER SECURITY.

We have already seen a UK
energy firm lose £200k through a
fake voice scam. As AI evolves,
this threat continues to grow, as
voice fraud can engage in
'biometric spoofing' to access
personal information.
 
We've learned that some AI
software can now clone a human
voice using only 5 seconds of
audio, and turn it into a full
statement or conversation. This
software is relatively easy to
access and to use, which poses
a huge threat to personal,
business, and political security.

It is likely that as we near the US
election, fake voice technology
will play an increasing part in
politics as well as personal
security. For example, voices of
prominent politicians can be
cloned and used to make fake
offensive statements which, when
shared, will alienate voters.
 
Therefore businesses must
implement new processes to
mitigate voice fraud, like
mandating face-to-face
interactions for large transactions
and having two-person rules for
some processes. Effectively, they
must find and use more reliable
identification methods within
critical processes.

Disinformation affects threat intelligence due to confusion over what is
real
Disinformation being misclassified as real, feeding AI-based systems
which then learns from fake information
Fake news used as a distraction and diversion as real cyber-attacks
take place
Malware learning context about a victim, leading to an extended
attack via email inbox and email-thread injection
AI used to spearhead the phishing of high-profile individuals via fake
text

FAKE VOICE
VOICE FRAUD INCREASED BY 350% BETWEEN 2013 AND 
2017, WITH ONE IN 638 CALLS BEING AI GENERATED. 

www.maxwellbond.co.uk



06

FAKE FACES & VIDEO
AI CAN NOW GENERATE COMPLETELY FAKE FACES. COULD YOU TELL THE
DIFFERENCE?

F A K E F A K E F A K E

Fake images are a bi-product of two AI's
working within a Generative Adversarial
Network. One AI produces fake images, and
the other checks them against real images to
see if the fake images could pass as real
ones. In real time, a completely fake profile
picture can be generated using accessible
software such as the online tool
thispersondoesnotexist.com. They are often
extremely realistic and believable, although
some may carry minor glitches.
 
Unlike when people steal another person's
profile image, a completely fake, AI generated
portrait cannot be identified using an image
search, because it does not exist elsewhere.

Some AI generated images will have minor
glitches on them, making them identifiable
when scrutinised. Otherwise, businesses
should look out for other, obviously fake
information, such as accounts on LinkedIn
saying that they work for the company when
they do not. 
 
As well as still images, software such as
DeepFaceLab can project faces onto existing
videos. Previously we have seen videos of
politicians or business-people cropped into
compromising videos, but as this software
becomes more sophisticated, the videos will
become more realistic. Therefore to those
who are not 'cyber-savvy' this could become
very dangerous and deceptive.
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THE THREAT OF FAKE FACE &
VIDEO

Fraud, especially with real time capability -
e.g. plugin for video conferencing like Slack,
Zoom or Skype

Consider when using video interviewing
methods. Are you sure you know who you
are hiring?

Extortion and manipulation - e.g. projecting
somebody's face onto an upsetting or
compromising image or video that looks
convincing

FAKE CHATS

Used in targeted social engineering (chat-
phishing), as it is more personable,
interactive and lifelike than a static email

Used as a diversionary tactic when trying
to exploit someone or install something on
their computer for a cyber-attack

Chatbots are becoming increasingly popular
within businesses for managing customer
queries and FAQ's. However, as they become
more sophisticated, they also carry risks
relating to cyber-security:
 

 

 

WHAT DOES THIS MEAN FOR CYBER SECURITY?

Software on mobile phones which can verify
a videos authenticity using fingerprint
technology and giving a score on the
likelihood that the video has been tampered
with
NCC and Alliance of Democracies working on
a 'classifier' which will analyse if videos are
real or fake

Countering Fake Faces & Videos
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THREATS WITH COMBINED
DEEPFAKE APPROACHES
"A COMBINATION OF THESE TECHNOLOGIES CAN BE USED TO PUT TOGETHER A
VERY DAMAGING CYBER ATTACK"

Social Engineering
Adds more legitimacy 
Adds interaction
AI can learn from a targets behaviour online
AI and Natural Language Processing helps
personality trait analytics 
Potential for full AI automation and campaign
execution

Blackmail - threat to release fake footage that looks
real
Potential bio-metric bypass
Fraud
Impact on Threat Intelligence and actions
People with a large online presence are most at risk

CONCLUDING REMARKS
2020 IS GOING TO BE A BIG YEAR FOR 'DEEPFAKES' AND CONSEQUENTLY CYBER
SECURITY

2020 will see 'deepfakes' and AI fakery have a growing impact on cyber security, particularly as we
reach the next US presidential election. As these technologies become more complex and
sophisticated, distinguishing what is real from what is fake, will become increasingly difficult, which
means it is critical that we become exceptionally good at verifying data sources and their credibility.
Whilst the introduction of regulations and legislation will help to curb abuse and manipulations by
corporations and businesses, cyber-criminals who lack ethics and break laws will pay no attention to
this. Therefore it is not a 'silver-bullet' solution although it is progress. Effectively, what this could all
lead to, is a requirement to completely redesign how we create, store, use, and share data, including
improved Root of Trust (RoT) and traceability functions. 
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CYBER SECURITY IN 2020 WITH STEVEN JAGGER

Steven Jagger, founder of Maxwell Bond, explores the current cyber-security
talent and recruitment landscape, and how businesses can still source, hire, and
retain the top cyber talent despite the current skill-shortage.
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THE CYBER TALENT &
RECRUITMENT LANDSCAPE

M A X W E L L  B O N D  I S  L O C A T E D
I N  T H E  H E A R T  O F
M A N C H E S T E R ,  W H I C H  I S
Q U I C K L Y  B E C O M I N G  T H E
L A R G E S T  A N D  M O S T
I N N O V A T I V E  T E C H  H U B
O U T S I D E  O F  L O N D O N .

Greater Manchester is home to a fast-
paced, fast-growing £5bn digital
ecosystem, which includes more than
10,000 digital and creative businesses
and employs over 85,000 staff.
 
Businesses recently joining Manchester
include Amazon, GCHQ, Microsoft,
Google, Autotrader, MoneySupermarket
& Freshfields. With so much to offer, it is
likely that big, tech-driven companies will
continue to migrate to Manchester for
many years to come!
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UK businesses faced one
attack every 50 seconds
between April and June
2019 alone.
 
Businesses are investing
heavily in cyber, but the
talent pool is limited as it is
still maturing, and the
demand for these skills will
far outweigh the supply for
the next few years, making
it difficult for businesses to
effectively implement cyber-
security solutions.
 
This limited talent pool has
led to over 50% of
businesses confessing a
basic cyber-skill gap within
their company. 51% of
businesses are not even
confident in carrying out a
cyber security risk
assessment, and 47% of
businesses would be unsure
as to how to implement
policies in response to a
risk assessment. This is
leaving businesses exposed
and vulnerable to cyber-
threats.

With 3 in 5 businesses
incapable of conducting
more complex cyber-
security tasks such as
penetration testing or
performing forensic analysis
of their own data, there is a
serious need for cyber
talent within businesses.
 
Without effective cyber-
security personnel,
businesses are unable to
implement and maintain
technology and processes
that counter cyber-threats.
This leaves financial and
other sensitive information
vulnerable to theft,
extortion, or manipulation,
which could lead to
significant financial or
reputational damage.
 
Businesses must find a way
to circumvent the lack of
supply, and find alternative
methods to recruiting and
hiring the top cyber talent
available.
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SUPPLY VS. DEMAND
THE DEMAND FOR CYBER SKILLS WILL LIKELY OUTWEIGH
THE SUPPLY UNTIL AT LEAST 2021.
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THE RECRUITMENT PROBLEM
THE LIMITED TALENT POOL ISN'T THE ONLY REASON BUSINESSES ARE STRUGGLING
TO HIRE TOP CYBER TALENT. FROM THE GRASSROOTS LEVEL, UNDERFUNDED
'ALTERNATIVE EDUCATION' PATHS, AND STUBBORN PROCESSES FOR CYBER-
SECURITY SOLUTIONS CUT THE FLOW OF CYBER-SECURITY TALENT FROM THE GET-
GO. THIS, ALONGSIDE COUNTER-PRODUCTIVE RECRUITMENT PROCESS ADOPTED
BY MANY COMPANIES IS CONTRIBUTING TO THE SKILLS GAP IN BUSINESSES.
 
Recruitment problems include:

Over-generalisation of job specifications and simply adding cyber-security as
part of general IT roles is problematic. Companies should be hiring cyber-
specific talent for these roles.

Lack of specialist knowledge of cyber-security, and the associated threats and
terminology, in HR teams means they cannot fully understand cyber-security
requirements, which can often lead to poor and inadequate hires.

Poor communication throughout the supply chain. Typically what happens is, a
cyber-security specialist role comes live and is then passed on to talent/HR
teams but not fed properly through to the recruitment channels, meaning that
traction, engagement, and simple solutions are often missed.

1

2

3
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IMPACTS OF POOR
RECRUITMENT 
POOR RECRUITMENT IS COSTLY IN TIME AND MONEY, AND LEAVES YOUR
BUSINESS BACK AT SQUARE ONE.

Poor recruitment processes lead to
lengthy hiring times which is costly in
time, money, and resources. They also
lead to inadequate hires resulting in a
high staff turnover and a loss of
productivity. A high staff turnover can
also be damaging to reputation and have
a negative impact on company culture
and staff morale. This whole process
becomes drawn out and costly, when you
account for recruitment costs, training
costs, lost operational productivity, re-
hiring, and retraining. Whilst all this is
happening, your company remains at risk
from cyber-threats.
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DID YOU KNOW A POOR HIRE, ON
AN AVERAGE ANNUAL SALARY
OF £52.5K WILL COST YOUR
BUSINESS APPROXIMATELY
£163,018, WHICH IS 3X AS MUCH
AS THE INITIAL HIRE!
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3 KEY AREAS
YOU SHOULD
FOCUS ON

Define your objectives and gain
feedback from experts who will be able to
help you recruit right the first time.

Get your story and candidate journey
right. The days of ‘the candidate should
want to join us’ are over, or never began in
cyber security. You need to sell your
company to the candidate.

Ensure your process works and is
communicated effectively throughout the
supply chain, to avoid missing great
opportunities!
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HIRING RIGHT THE FIRST
TIME, EVERYTIME
It is fundamental to get your hiring right the first time, every time, so that you can stay
ahead of emerging cyber threats. Your ability to source and retain the top industry talent
is also key to maintaining effective cyber-security processes, protocols, and technologies.
As a business hiring for cyber-security there are three main areas you should be focusing
on.
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