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Structures, attitudes, and cultures that impact the operational effectiveness of SOC's



The world of IT is constantly evolving and as a result of this, the importance of effective cyber

security is increasing. With many business leaders reluctant to invest heavily in cyber security

functions, cyber leaders are looking for effective ways to manage their cyber functions at a

reasonable cost without compromising on performance. This has put a spotlight on the overall

attitude to cyber security, SOC teams and business structures, as well as outsourcing vs inhouse

teams.

In March 2021, Senior Cyber Security Recruitment Consultant Jake Adshead, invited five leading

cyber professionals to an exclusive roundtable to discuss their experiences, biggest challenges,

and solutions. 

For more information on how to get involved in future roundtables or events please contact

jake.adshead@maxwellbond.co.uk or visit www.maxwellbond.co.uk. 
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When starting in a new company, some leaders are lucky enough to walk into efficient,

effective, and collaborative work cultures, underpinned by respect, well-structured processes,

and enjoyment. Others aren’t as lucky and are immediately faced with their first challenge:

transforming toxic cultures into great workspaces. If the culture is bad in a work environment

and employees don’t feel heard, valued, and respected, they will leave. Businesses could

offer cutting edge, exciting technology and tools to use, and offer a good salary, but if there

are underlying and systemic issues that impact people, the technology and salary become

less important. This is why businesses with toxic work environments suffer with such high staff

turnover. So, what can cyber leaders do to improve workplace culture in order to prevent

teams unravelling and staff leaving in high volumes?

Common problems in SOC teams often include heavy handed management and blame

culture, poor leadership, and a lack of communication leaving team members to feel like

they are not listened to by senior leadership. When you join a business that is suffering with

issues such as these, it is important to prioritise understanding the technical, social, cultural,

and political issues that are affecting your SOC team. As part of your 60-to-90-day plan,

leaders should be communicating with the SOC, both in regular team meetings and on a

one-to-one basis to draw up a full picture of how the team is currently operating and where

the challenges are. By just listening to people, you demonstrate that you value their honest

opinion and feedback and are actively committed to making a change. Leaders can then

actively solve those initial problems as efficiently as possible, starting with easy-to-resolve

issues. Empty commitments will only emphasise existing issues. Actions speak louder than

words!

Teams that have a history of toxicity will likely struggle to trust a new leader in the first

instance, and this will require a commitment to building trust from the team leader.

Additionally, if news of the culture has spread to stakeholders and the wider public, it’s

important to start building trust with these parties as well to rebuild a reputable brand.
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Transforming Toxic Team Culture 



Often toxicity that is directed down towards SOC teams is a result of negative attitudes that

have manifested around the belief that SOCs are a “business stopper” or “blocker”. The SOC

team are responsible for highlighting issues within business plans and pointing out

impossibilities where plans pose a security risk or create vulnerabilities. This causes

frustration, and often a sense of resentment and blame directed towards the SOC team,

despite them just doing their jobs. This is only emphasised by cyber security being viewed as

a heavy cost centre from which the business doesn’t see any tangible results. Therefore, they

are often viewed as a blocker to growth and progress. 

Information and education are fundamental to challenging this perception of cyber security

and SOC teams as just cost centres. Other departments, senior leadership, stakeholders, and

executive staff need to fully understand the gravity of the work that cyber teams do. To

understand this, they need to see the costs of cyber security breaches and hacks in terms of

finance, reputation, labour, and time, from all perspectives (business, customers, target

customers). A cyber breach could cost businesses lots of money in the short term, but

reputational damage and loss of trust from consumers and stakeholders could last forever.

By using statistics, accurate costings and case studies that are rooted in real experiences,

other employees in the business should start to understand how the SOC operates as a profit

protector.

Another way to educate other teams in the business on cyber security, is to embed security

into those other teams, such as development. When the development team want to onboard

a new service, dedicate time to sit with that team, go through the full process and complete a

threat model, with the developers as part of the process. This way you can explain the

impacts of certain features and also discuss ways to work around security issues without

compromising the functionality and usefulness of the new service. This embedding of security

into other departments allows for progressive collaboration, respect, and understanding, as

the SOC team acts as an enabler for secure delivery, rather than a blocker.

www.maxwellbond.co.uk
Page 03

maxwellbond

Business Attitudes to SOCs



A flat structure is an organisational structure with only a few layers of management, and is

an approach that is becoming increasingly popular. In a flat structure, managers have a

wide span of control with more subordinates, and there is usually a short chain of command.

Flat organisational structures are commonly used by smaller businesses or those adopting a

more modern approach to management.
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Flat Team Structures: 

Pros and Cons

Advantages
Often cheaper in operational costs

More simple and effective communication

More autonomy and responsibility for employees so they feel heard

Reduces micromanagement 

Higher motivation, satisfaction, and productivity

Disadvantages
Fewer progression opportunities 
Higher workload for managers as there are fewer of them and more subordinates 
Can create a power struggle as there isn’t a structured escalation chain of command
Management can easily lose control or become stressed

In an Agile environment, to ensure security is maintained and everybody is satisfied with their

work, some companies split their teams and put them on a 2-week rotation. One team will

focus on project work whilst the other focuses on BAU for example (some businesses break

teams down even smaller), and then after two weeks the team’s swap. Project work tends to

be what most cyber professionals want to work on, and therefore by implementing this

rotation it keeps the teams motivated and energised by giving everyone the chance to work

on exciting new projects.



To manage demand, especially for smaller cyber security teams, some businesses choose to

outsource their SOC. This carries both pros and cons.
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Outsourced SOCs: Pros and Cons

Pros
Experienced cyber professionals immediately available, saving time and costs associated

with training and hiring.

Immediate access to the required facilities and tools without the upfront expense of

building out an internal SOC

Can provide continuous threat monitoring

Can provide security analysis

Cons
Often only provide the equivalent of Level 1 cyber security operations

Outsourced SOCs are less invested in the business

SOCs don’t always provide compliance management

Whilst not perfect for every business, outsourced SOCs can work really well for some teams,

but only if they are integrated and managed well. This mostly relies on effective

communication and defined structure and roles. Below are some tips for effectively

managing outsourced SOCs:

Know what you want from your SOC

Provide them with a network diagram so they have a complete overview of your

company’s network architecture

Set clearly defined SLAs to manage expectations and set SMART targets so that you can

fairly hold your SOC accountable

Share your business processes with the outsourced SOC so they know how you operate

Communicate regularly to go over updates, incident reports, and plans
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